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SUBCOURSE OVERVIEW

This subcourse is designed to teach you the functions necessary to perform a Counter-Signals Intelligence (C-SIGINT) vulnerability assessment.  Included is a lesson on compiling friendly communications-electronics (C-E) characteristics, determining friendly force profiles, identifying susceptibilities, determining indicators of the friendly courses of action (FrCOA), and ranking vulnerabilities.

This subcourse reflects current doctrine at time of preparation.  In your own work situation, always refer to the latest publications.

The words "he," "him," "his," and "men," when used in this publication, represent the masculine and feminine genders unless otherwise stated.

TERMINAL LEARNING OBJECTIVE

ACTION: 
Identify friendly force susceptibilities, rank vulnerabilities, and provide commander with a prioritized vulnerabilities list.

CONDITIONS:
You will be given narrative information and illustrations from STP 34-97G14-SM-TG and FM 34-60.

STANDARDS:
To demonstrate competency of this task, you must achieve a minimum of 70% on the subcourse examination.
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LESSON 1

INTRODUCTION TO VULNERABILITY ASSESSMENT

CRITICAL TASKS: 301-351-2151/2152/3150

OVERVIEW

LESSON DESCRIPTION

This lesson will enable you to define and discuss the fundamentals of a vulnerability assessment.

TERMINAL LEARNING OBJECTIVE
ACTION:
Produce a vulnerability assessment.

CONDITION:
You will be given narrative information and illustrations from Fm 34-60 and STP 34-97G14-SM-TG.

STANDARD:
You will produce a vulnerability assessment.

REFERENCE:
The material contained in this lesson was derived from the following publications:

FM 34-60, STP 34-97G14-SM-TG.

INTRODUCTION

The Multidisciplined Counterintelligence (MDCI) analyst examines our adversary's equipment, capabilities, and limitations, we now must examine our own unit to see how our adversary can affect us.  The second step in the C-SIGINT process, details specific areas where a threat effort can be most damaging to the friendly force.

· The vulnerabilities are ranked according to the severity of their impact on the success of the friendly operation.  The vulnerability assessment --

· Examines the command's technical and operational C-E characteristics.

· Collects and analyzes data to identify vulnerabilities.

· Evaluates vulnerabilities in the context of the assessed threat.

The MDCI analyst performs the primary data gathering and analysis required.  Assistance by and coordination with the appropriate staff elements (intelligence, operations) is key to this process.

· Data gathering requires access to command personnel and to local data bases.  Data sources include --

· Technical data on C-E inventories.
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· Doctrinal and Standing Operating procedures (SOP) information.

· Output from the threat assessment step.

· Command operational data.

· Essential elements of friendly information (EEFI).

· Priority Intelligence Requirements/Information Requirements (PIR/IR).

· The data base of friendly technical data is used throughout the vulnerability assessment process for key equipment information, mission data, and other supporting information.

· Vulnerability assessment is comprised of ten tasks.  The first three are ongoing determinations of general susceptibilities.  The next six are specific to the commanders guidance and involve determination of specific vulnerabilities.  The final task is the output.  Vulnerability assessment tasks are shown in figure 1-1.
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Figure 1-1.  Vulnerability Assessment Tasks.
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LESSON 2

VULNERABILITY ASSESSMENT

CRITICAL TASKS: 301-351-2151

301-351-2152

301-351-3150

OVERVIEW

LESSON DESCRIPTION

This lesson will enable you to define and discuss vulnerability assessment and the role it plays in MDCI.

TERMINAL LEARNING OBJECTIVE
ACTION:
Identify friendly susceptibilities, determine friendly course of action (FrCOA) indicators, validate threat data, and provide commander with a prioritized vulnerability list.

CONDITION:
You will be given narrative information and illustrations from FM 34-60 and applicable field manuals.

STANDARD:
You will conduct a vulnerability assessment in accordance with the provisions of FM 34-60.

REFERENCE:
The material contained in this lesson was derived from the following publication: FM 34-60.

INTRODUCTION

After examining our adversary's equipment, capabilities, and limitations, we now must examine our own unit to see how our adversary can affect us.

This Lesson has 9 parts:

PART A - Compile Friendly C-E Characteristics

PART B - Determine Friendly Force Profiles

PART C - Identify Susceptibilities

PART D - Obtain Commanders Operational Objectives and Guidance

PART E - Determine Friendly Courses of Action (FrCOA)

PART F - Determine Indicators of the FrCOA

PART G - Review and Validate Threat Assessment Data

PART H - Identify Vulnerabilities

PART I  - Rank Vulnerabilities
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At the end of the lesson is a practice exercise for self-evaluation.  Answer all questions and check your answers.  DO NOT go on until you have answered all questions correctly.

PART A - COMPILE FRIENDLY C-E CHARACTERISTICS.

The MDCI analyst compiles friendly C-E characteristics.  He collects and organizes unit C-E data and equipment characteristics for analysis.  The analysis provides a baseline for analyzing friendly C-E equipment and operational susceptibilities to threat operations.  The compilation of C-E characteristics is an on going process.  Assistance from the command's C-E officer, property book officer, maintenance personnel, or system operators may be necessary.

The C-E data are a baseline for identifying friendly susceptibilities.  A unit's equipment, personnel, and associated characteristics must be identified before the pattern and signature analysis can proceed.  The MDCI analyst uses available data bases to extract the Tables of Organization and Equipment (TOE), modification table of organization (MTOE), and Table of Distribution and Allowances (TDA) data on friendly equipment characteristics.

The procedures for compiling friendly C-E characteristics are as follows:

· Gather data on friendly C-E characteristics.  Gather C-E data and characteristics of the equipment.  Identify the following types of C-E data:

· TOE, MTOE, TDA, net diagrams, critical nodes, technical data for all C-E equipment in a unit.

· References describing the Battlefield Operating System (BOS) unit and its equipment configuration.

· Current maintenance levels and normal status of the equipment.

· Personnel status, including current training levels of personnel in the unit.

· Equipment performance capabilities and operational capabilities in all weather conditions, at night, over particular terrain, and toward the end of equipment maintenance schedules.

· Equipment supply requirements.

· Special combat support requirements.

NOTE: Battlefield Operating Systems are defined as:

· Maneuver
Armored, Mechanized and Infantry unit/forces

· Intelligence
MI units and assets

· Fire Support
FA units, MRLS, and organic unit mortars

· Air Defense
ADA units and organic unit AD weapons systems.
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· Mobility
Engineer units/assets

Countermobility

Survivability

· Combat Service
CSS units, medical, transportation, logistics and

Support (CSS) 
maintenance

· Command and
Command group, augmented by general and special

Control (C2) 
staff personnel.

Organize C-E date.  The MDCI analyst organizes the information into a format useful for signature analysis.  The data are organized by type of unit (if the support is multiunit), type of emitters, frequency range, number and type of vehicles or weapons which emit or carry emitters and the type of cluster.  (See figure 2-1).

Identify map sheets for area of operation, identify critical nodes within the area of operation (AO), plot all critical nodes with symbols on the electromagnetic overlay.

Graphically portray equipment's maximum distance of electromagnetic radiation, in all directions, for each node.  Use maximum transmitting boundaries and shading to depict graphics on the electromagnetic overlay.  Remember to consider terrain and weather.
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Figure 2-1.  C-E Equipment Data Table.

Perform friendly pattern analysis.  Identify standard practices, common uses of a unit's C-E equipment, and operational patterns by-

· Reviewing the data base to obtain information that might provide the threat with critical data regarding unit type, disposition, activities, or capabilities.

· Extracting from the operations plan (OPLAN) and operations orders (OPORD) particular means of communication, operational characteristics, and key and secondary nodes for communications support.

· Identifying specific patterns associated with types of operations.

Correlate patterns and signature.  In this subtask, compile the information from the signature and pattern analysis, which creates the profile.  The analyst-
· Lists the signature and pattern data for particular types of C-E equipment.

· Matches signature with patterns to form the profile.

· Organizes data into types of C-E operations.
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· Correlates signature and pattern data with past profiles to produce the current profile shown in figure 2-2.

Produce unit profile.  Patterns and signatures can change as commanders, staff, and operators change.  profile development must be an ongoing effort.  To produce the unit profile, use the OPORD to obtain the past task organization and select the areas of concern to that organization, that is, C2 and maneuver.

Graphically depict physical and electronic deployment, including identified signatures and patterns, through the use of an overlay.  Compare new profile with expected/historical profile to determined changes.
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Figure 2-2.  Friendly Unit Profile Format.
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PART B - DETERMINE FRIENDLY FORCE PROFILES

This task includes the analysis of signatures and patterns of the C-E equipment and a summary statement of the unit's C-E profile.  A profile consists of the elements and standard actions, equipment, and details of a unit, the sum of signatures and patterns.

SIGNATURES + PATTERNS = PROFILE

Procedures for determining the friendly force's profile follow:

· Analyze friendly force signatures.  The MDCI analyst-
· Extracts organic equipment characteristics for the operation.

· Determines environmental effects.

· Determines C-E characteristics for each friendly course of action (COA).

· Determines C-E equipment employment.

· Compares planned use with technical parameters.

· Determines if further evaluation is required.

· Performs tests with support from unit or higher echelon assets.

· Evaluates the information collected above.

· Diagrams physical and electronic signatures as shown in figure 2-3.

· Updates the Cl data base.
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Figure 2-3.  Physical and Electronic Signatures.
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PART C - IDENTIFY SUSCEPTIBILITIES

A susceptibility is defined as the degree to which a device, equipment, or weapon system is open to effective attack due to one or more inherent weaknesses.  Susceptibilities are potential vulnerabilities.

When identified and matched with FrCOA indicators, the analyst can assess friendly operations in light of the foreign SIGINT collector/electronic warfare (FSC/EW) threat.  The purpose of this task is to determine how the friendly profile would look to the FSC/EW system, and to determine which friendly equipment or operations are susceptible to the FSC/EW system.

There are two steps required to accomplish this task.  The first is for the analyst to identify susceptibilities.  In order to do this, the analyst must perform the following:

· Review current friendly unit profile.

· Review MDCI data base for profile trends and compare them with the current profile.

· Request additional background threat data from the collection mission management team through the analysis and control element (ACE) or other external command sources, particularly when FSC/EW equipment is changing rapidly.

· Using susceptibility and generic throat data, plot friendly susceptibilities to FSC/EW operations on the maps/graphs of friendly Profiles.

The second step is to categorize susceptibilities.  The analyst reports a detailed identification category by grouping the susceptibility:

· By type, for example, equipment, operations, or both.

· By activity, for example, logistics, command and control, communications, intelligence, operations, and administrative support.

· According to resource requirements, length of time it has existed, and score (number of units and equipment types).

PART D - OBTAIN COMMANDER'S

OPERATIONS OBJECTIVES AND GUIDANCE

The commander states his operational objectives for missions in OPLANs and OPORDs.  The MDCI analyst uses this information to plan the most effective support for the commander and to identify the commander's preference for types of operations.  The commander's operational concept and EEFI (shown in figure 2-4) are essential to the analysis of friendly COAs.
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Figure 2-4.  Sample format for essential elements of friendly information.

This information enables the analyst to evaluate indicators of friendly COA in the context of what the commander considers essential to the success of the operation.  Setting priorities for the vulnerabilities depends on the commander's operational concept.  The primary information sources are-

· Concept of Operation

· OPORDs

· OPLANs

· EEFI

PART E - DETERMINE FRIENDLY COURSES OF ACTION (FrCOA)

Based on the general description of the commander's objectives, the operations element plans locations and events.  The analyst produced an overlay of the friendly force profile integrated with the commander's objectives.  (See Figure 2-5)

The procedures for determining friendly COA are as follows:

· Identify COA.  For each applicable level of command, identify friendly COA.  At division level, for example, COA would include the following minimum information:

· Summary of operations

· Corps and Echelons Above Corps (EAC) support

Compare COA to specific EEFI.  Review the COA for events or actions that could compromise the unit's mission by disclosing key EEFI.  The review is summarized in an events list that describes a particular mission, COA, or event which may compromise the EEFI or the friendly intentions.
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Figure 2-5.  Friendly Courses of Action Format.

PART F - DETERMINE INDICATORS OF THE FrCOA

Indicators of friendly COA (Shown in figure 2-6) are those events and activities which, if known by the threat, would compromise a friendly COA.

The procedures for determining indicators of friendly COA are as follows:

· Identify the commander's preferences and perceptions about MDCI operations.  Seek information about the commander's style from sources such as previous concepts, plans, and orders, or interviews with subordinate commanders and staff officers.

· Integrate friendly profiles and COA.  In the event planned location or movement data are not available, retrieve friendly operational overlays from the data base.  The overlays help identify friendly historical positions for the new COA.  Integrate the friendly profile and COA by-
· Noting current position and expected COA.

· Identifying key C-E capabilities associated with the COA (for example, radio nets, types of radios, radar, teletypewriters).
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· Noting past C-E operational patterns.

· Plotting critical C-E nodes, paths, or circuits.

Determine standard C-E procedures for types of operations:

· Begin by using the commander's objectives to identify key operational constraints, that is nodes, paths, chokepoints, and standard C-E procedures followed during a particular COA.  New or critical data, not previously included in the friendly profile and COA integration, are then added to the situation overlay.

· Also consider constraints and procedures while determining indicators.  Document these as factors associated with those indicators in a format (shown in figure 2-6.) After completing the review of existing data as obtained from the commander's objectives, determine what additional information is required.
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Figure 2-6.  Indicators of friendly COA.

Determine impact of weather and terrain.  As the situation changes, the significance of particular nodes or paths may shift or additional nodes may become critical.  Consider the following in determining the impact:
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· Inclement weather.

· Night activity.

· Terrain masking.

· Poor C-E equipment maintenance.

· Meaconing, intrusion, jamming, and interference (MIJI).

Set priorities.  Once the type of operation is determined, set priorities for the events, movements, and nodes by their overall importance to the operation.

Identify critical C-E nodes-
· Using the C-E constraints and procedures identified from the information provided by the commander, together with data obtained from previous tasks, determine key indicators of friendly operations.  For each COA, extract those preparations, activities, or operations that could tip off the threat to the particular COA.

· Using a format shown in figure 2-6, list the indicators associated with a COA.  Any special factors such as operational constraints, optimum weather conditions, or terrain requirements associated with an indicator should be described accordingly.

PART G - REVIEW AND VALIDATE THREAT ASSESSMENT DATA

In this step, threat assessment data are further refined in order to proceed with the remainder of the vulnerability assessment process.  By summarizing key threat data in a format useful for later analysis, the analyst can identify probable key areas of FSC/EW operations affecting the supported command.  Missing data can also be identified and requested.  Threat assessment data must be the most current available before the analyst can proceed with the comparison between threat and C-E susceptibilities.

There are two steps required to complete this task.  The first is to summarize and reorganize the threat assessment data.  In this step, the analyst performs the following:

· Compiles recent threat assessment information completed for MDCI operations by accessing the data base or conferring with other intelligence personnel.

· Identifies information shortfalls.

· Initiates intelligence information requests or tasks collection assets.

In the second step, the analyst extracts relevant data for vulnerability assessment.  In order to accomplish this step, the analyst performs the following:

· Extracts areas of FSC/EW operations most critical to the supported command.

· Documents FSC/EW capabilities and intentions.
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· Develops listing of friendly installations or operations targeted by the FSC/EW system.

· Stores data for later application.

PART H - IDENTIFY VULNERABILITIES

The analyst compares the intelligence collection threat with the friendly unit susceptibilities to determine the vulnerabilities assessment (see Figure 2-7).  The analyst organizes threat data in a format comparable to the friendly force data.  Missing data is identified and requested.  The MDCI analyst performs the review and validation of threat data with considerable exchanges of information with other analysts.

The procedures for identifying vulnerabilities are as follows:

· Compare current threat to friendly C-E susceptibilities.

· Review indicators of friendly COA.

· Use the products developed earlier in the C-SIGINT process to determine where threat capabilities and intentions are directed against susceptible friendly operations.

· Determine the probability of threat activities against a friendly C-E operation.  Use various statistical and analytical tools.  (See the reference list in Technical Bulletin 380-6-1-4).

· Determine which susceptibilities are vulnerabilities.

· Designate as vulnerabilities those C-E susceptibilities which are targetable by a specific threat collector.

· List (and maintain separately) nontargetable indicators.

· Match indicators with threat systems and document specific event characteristics if known; for example, time and location of vulnerabilities.
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Figure 2-7.  Vulnerability determination worksheet.

PART I - RANK VULNERABILITIES

In this process, the vulnerabilities are ranked by analyzing the vulnerability list in view of the FrCOA indicators and the commander's EEFI.  The ranking is based on the estimated vulnerability importance in exposing an FrCOA indicator.  Vulnerabilities are designated critical, significant, or important to the success of the overall operation.  The vulnerabilities ranking is essential for developing countermeasures and the performing of risk analysis in the third step of the C-SIGINT process.

There are three steps required in this task.  The first is to establish criteria for measuring criticality.  The analyst must develop a means for judging whether each identified vulnerability is critical, significant, or important to the operation's success.  These final vulnerability ratings are attained by evaluating each vulnerability against criteria which addresses how critical those vulnerabilities are to the operation's success or failure.  Uniqueness, importance, and susceptibility to the threat are three criteria which measure criticality and permit an accurate vulnerability ranking.  They are
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defined as:

· Uniqueness - the extent to which a vulnerability can be readily associated with a course of action.  A vulnerability based on very specialized and infrequently observed indicators, for example equipment used in only one type of operation, would receive a high uniqueness rating.

· Importance - a measure of how critical the vulnerabilities are to the operation's success.  A vulnerability resulting in the disclosure of critical EEFI, for example, the observation of supply truck movement prior to a major resupply operation, would receive a high importance rating.

· Threat Susceptibility - a measure of the number and variety of threat placed against the indicator.  A large number of threats placed against a single indicator would warrant a high susceptibility rating.  Some vulnerabilities may be so susceptible that any protection would prove inadequate.  The analyst would reach such a conclusion after examining historical data base information pertaining to the types of threats and friendly operations being evaluated.

The second step in the task is to compare vulnerabilities to the criteria.  The analyst combines the criteria and vulnerabilities in a matrix format.  For each vulnerability, the analyst conducts a review against the established criteria.  The analyst has in his possession the commander's objectives, prioritized EEFI, criteria, and can evaluate vulnerabilities using this data.  An example of vulnerability matrix is shown at Figure 2-8.

Vulnerabilities are first rated according to each of the criteria.  The horizontal axis of the matrix lists criteria of uniqueness, importance, and susceptibility.  Vulnerabilities are listed on the vertical axis.  The degree to which a vulnerability satisfies a criteria is expressed numerically on a scale of 0 to 5 with 5 being the highest rating.  If a vulnerability is highly unique, for example, if it is associated with an indicator that is rarely seen, it would be assigned a high rating (4-5).  If the vulnerability is highly important, that is, if it involves disclosing a critical EEFI, its rating importance would be high.  If the vulnerability is highly susceptible, for example, if it is targeted by numerous FSC/EW systems of several types, its rating for susceptibility would be high.  On the other hand, if a single FSC/EW system of limited capability were targeting the vulnerability, the rating would be low.  Combined ratings are determined by summing the numerical ratings across the three criteria.

The third step in this task is to develop a ranking.  Once an overall rating is established for each vulnerability, the analyst develops a prioritized ranking.  Vulnerabilities fall into the broader categories of critical, significant, and important based on the ratings they receive.  Vulnerabilities receiving overall ratings between 5 and 8 are considered important.  Those between 9 and 11 are significant.  Those failing between 12 and 15 would be critical.  The list of ranked vulnerabilities is then entered in the data base, retained in hard copy for dissemination purposes, and applied in the countermeasure options development (step three of the C-SIGINT process).  The ranking has been added to the matrix.  Figure 2-8.
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Figure 2-8.  Vulnerability matrix format.

CONCLUSION

The product of a vulnerability assessment can be presented in the form of briefings or reports.  Vulnerability assessment results are a key source for command operational planning.  The information is also used in the conduct of countermeasure options development and evaluation.  The MDCI concept stresses options analysis to support the commander.  A "before the fact" approach is stressed, analyzing threat, identifying threat vulnerabilities, developing countermeasures to the vulnerabilities, and evaluating those countermeasures.  This complete picture provides the commander the means for assessing the risk and estimating the probability of success on operational plans.
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LESSON 1 and 2

Practice Exercise

The following items will test your grasp of the material covered in lessons one and two.  There is only one correct answer for each item.  When you have completed the exercise, check your answers with the answer key that follows.  If you answer any item incorrectly, study again that part of the lesson which contains the portion involved.

1.
How often must the compilation of C-E data be updated for a vulnerability assessment?


A.
On going.


B.
IAW AR 34-62.


C.
Only upon real-world deployment.


D.
The information is non-perishable and does not require updating.

2.
The identification and analysis of signature and patterns of the C-E environment is part of which analytical task?


A.
Compilation of friendly C-E characteristics.


B.
Determination of friendly force profiles.


C.
Determination of indicators of the FrCOA.


D.
Ranking of vulnerabilities.

3.
What are indicators of friendly COAs?


A.
Compare preferred and actual countermeasures options.


B.
Situational MDCI threat overlays.


C.
Vulnerabilities.


D.
Are those events and activities which, if known by the threat, would compromise a friendly COA.
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4.
When the intelligence collection threat is compared to friendly susceptibilities, what is determined?


A.
Vulnerability assessment.


B.
Susceptibilities.


C.
FrCOA.


D.
Friendly force profiles.

5.
What is defined as the extent to which a vulnerability can be readily associated with a course of action?


A.
Threat susceptibility.


B.
Criticality.


C.
Uniqueness.


D.
Importance.

6.
How are vulnerabilities ranked?


A.
According to the severity of their impact on the success of the friendly operation.


B.
Essential elements of friendly information.


C.
Specific to the commander's guidance.


D.
The analysis of signatures and profiles.

7.
How is susceptibility defined?


A.
Susceptibilities are potential vulnerabilities.


B.
The degree to which a device, equipment, or weapon system is open to effective attack due to one or more inherent weaknesses.


C.
Summarized in an event list that describes a particular mission, COA.


D.
Any special factors such as operational constraints, optimum weather conditions, or terrain requirements.
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8.
When can patterns an signatures change?


A.
When commander's, staff, and operators change.


B.
Every two or three months.


C.
When MDCI analyst's change.


D.
When ever you update the data base.
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LESSON 1 AND 2

PRACTICE EXERCISE

Answer Key and Feedback

Item
Correct Answer and Feedback
1.
A.
(page 2-2)

2.
B.
(page 2-6)

3.
D.
(page 2-9)

4.
A.
(page 2-12)

5.
C.
(page 2-14)

6.
A.
(page 1-1)

7.
B.
(page 2-7)

8.
A.
(page 2-5)
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